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SMS 2003 Software Request Web Form

Summary

System management solutions often argue with technical features and Gadgets around the favour of
the customers. However it is all too often forgotten that apart from the technical implementation of
a Tools also operational sequences (processes) play a substantial role.

SMS 2003 software Request Web form developed, in order to be pointed out, like simple operational
sequences with SMS2003 and little code, be illustrated can. The project is not a finished product,
which can be installed and used, it as solution or feasibility study that can be used as an example.
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Workflow

LGQ& | &AYLX S ¢ 2 NJfprovBianity SdftwateRefNst Rded¢ aidersithieS { S f
required software by selecting the product and press the order button.

The Product owner of the Software product receives the request with the related information
(Requester, Client name, reason ..) and can now decline or approve the request.

If the request will be approved, the computername of where the request was created will be added
to the collection of the requested product.

User

/ : {} Client
Confirmation

Software Request Web Form

) SW Request
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Approve Decline
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Status Mail E Status Mail
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SMS Server

User
Software Pack® Client
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Installation

Requirements
The Following Requirements must be fulfilled to install and use the software request website.

= =4 =4 =4

=

IS6(A G Qa y iS5\ i SAaGSR 2
ASP.NET 2.0
Microsoft Active Directory

AD Users with a registered email address or Microsoft Exchange 2000 ( or newer) SMTP
addresses

SMTP Server/Service must be available to deliver the mails
SMS Collections must be tagged within the comment field to provide the Product Owner
email address per application/collection

Recommended Configuration
There are several ways to install the SMSSWREQ Website. To make it as simple as possible, the
following configuration is the recommended solution:

T
)l

T

SMSSWREQ should be installed on the SMS Central Site Server

To not get in conflict with existing Web-Sites (SMS Reporting, Management Point,..) a
dedicatet Web-Site should be created for SMSSWREQ.

Cation: This is a manual Task before installing ¥ebSite.

LGQa If az Nidehsepattyg ap@Bidationipdol O

i Consolel - [Console Root'Internet Information Services (I15) Manager HEWLETT-H3

Bﬁ File  Action Wiew Favorites  Window  Help

&= | A XFRE[( 22y =

[ Console Raok Mame I Path
EIPJ Internet Information Services (1IS) Manager _ Approved
E|-----_, | HEWLETT-HZEHIMY {local cormputer) _Jbin
El-_J Application Pools | Declined
n!.,- ZCM Server Framework Pool I Pending

-4kt DefaulkappPoal
“!,,u 33 Distribution Poinks Pool
[H-sb% SMS Management Point Pool
gkt SMSSWRED

|=| Default.aspx

=] MasterPage. master
. | vnerMail.de.htm
. | vnerMail . en.htm

T Web ofes - :

=14 Default web Site = | Ownertail. itm

,‘}J CCM_Incoming | | Precompiledapp.config
- g CCM_Outgaing |=] Styleshest.css
4% CCM_System |=| UserConfirmation.de. htm
,‘f} SMS_DP_SMSPKGCS |=| UserCanfirmation.en. htm

;ﬁ SMS_MP | | UserConfirmation. hkm

il acpnatcliant |=| UsersStatus_approved.de.htrm

Elg SMSSWRED | | Userstatus_approved.en, him
B _J Approved | | UserStatus_approved.htm
#-_J bin | | UserStatus_declined.de.htm

__J Declined

! |=| Userstatus_declined.en.hkm
[#--__J Pending

=] Userstatus_declined htm
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1 The Application pool mustbS O2y FA 3 dzNBR (2 dzaS GKS aft201¢t (@
required rights within SMS.

SMSSWREQ Properties ied |

Recycling I Performance I Health Identity I

— Application poaol idenkity

Seleck a security account For this application pool:

v ;EredefinedE ILl:u:aI System j

£~ Configurable

User name: I IWAM_HEWLETT-HZSHIMY Erowse |

Passwiord; I YT

(0] 4 I Cancel appli Help

The following permissions are required for the application pool account:
0 Search and Read permission on AD User Objects to enumerate the SMTP email
address.
0 Read permissiononthe¢ 6 £ S @&/ 2 t SMSOQL Rafalyase to BnEmerats 40
published applications (collections).

0 The Account requires rights in SMS to add a direct membership rule to a collection
and to enumerate all clients to get the resource id.
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1 Configure the Web-Site to use the new application pool

Directory Security I HTTF Headers I Cuskom Errars | EITS Server Extension I A3F.MET
webSte | Performance | ISAPIFiters  HomeDirectory | Documents

The content Far this resource should come From:

™ b chare located on another computer
" A redirection bo a URL

Local path: I i InetpubiSWReqSetup Browse, ., |
[ Script source access v Log wisits
r v Read I [ Index this resource

[ Wrike
[ Directory browsing

Application sektings

Application name: I SMSSWRED Remove |
Starking poink: =SMSSWRED >

Configuration. .. |
Execute permissions: ISn:ripts only j
Application pool; ISMSSWREQ j lnload |

| Ik I Zancel | Gl | Help |

f If SMSSWREQ is installed in a separate Web-{ A 1 S~ I RSR
@l £ dzS¢ Ydzad oS

¢/t t2NI

>
(@
[N
w»
P
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SMSSWREQ Properties i |

Direckory Security I HTTP Headers I Cuskorn Errors I BITS Setver Extension I A5P.MET
Web Site | Performance I I54PI Filkers I Home Direckary I Diocurmernts

W'eb site identification

Description: I SMSSWRED

IP address: I (Al Unassigned)

TCP pork: I a0

j .ﬁ.u:_lvanced...l
S50 port: I

Advanced Web Site Identification |

—Mulkiple identities For this \Web site

IF addresz TCF paort | Host header walue

add. .. Remove | Edit. .. |

= Iulkiple S5L identities For this ek site

IP addres= | S5L port
fdd,., | Remove | Edit, .. |
(4 | Cancel | Help |

defined.

Important: The ApprovalURL (web.config), mustbeda SG G2 GKS al
enhanced with the TCP Port.
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9 The installation process can now be started (SWReqSetup.msi).

Select Installation Address

The ingtaller will ingtall SkS 2003 Software Bequest to the fallowing web location.

T o inztall ta this web location, click “MNext”. To install to a different web location, enter it below.

Site:
| sMssWRER =l

Dizk Ciogt. ..

Wirtual directary:

Cancel < Back

Site = The manually created Web-Site
Do not create a virtual directory

Modification s
Some Settings must be verified and modified to get the website running.
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[IS Settings

ASP.NET Version

Default Web Site (Stopped) Properties

28

Web Site

| Performance
Directory Security

i

HTTP Headers

AP Filters __ Documerts.

ASPLMET

; Home Di_rectory
Custom Errors E

ASPNET wersion:

|&.0.50727

Wirtual path:
File location:
File creation date:

File last modified:

Edit Global Configuration. ..

Default Web Site

] i hinetpubhsmswrootvseb, config

1 13.10,2006 15:25:24

131.10.2006 17:14:43

‘ Edit Configuration, .. |

o) [ cao
jti Consolel - [Console Root' Internet Information Services (II15) Manager' HEYLETT-HZSHINY ( - |Elli|
Bﬁu File  Action Wiew Favorites ‘Window  Help | - |5|i|

cs EmEEB 22y 50

[_1 Console Roat
E?g Inkernet Information Services (11
=5, 0 HEWLETT-HZBHINY (local con
[ ) Application Poals

2

@ Web Service Extensions

4 | ‘Web Service Extension

2 allow &l vieh service extensions far
specific application...

I pratibit all veb service extensions

3 Open Help

| Skatus |
“F Al Unknown CGI Extensions Prohibited
Allow “F Al Unknown I5API Extensions Prohibited
. g Bctive Server Pages Allowed
w a ASPLMET wl.1.4322 Prohibited
Properties | ASP.HET v2.0,50727 Allowed |
- % BITS Server Extensions Alloveed
9 Inkernet Data Conneckor Prohibited
Tasks § Internet Printing Alloveed
9 Server Side Includes Prohibited
I idd & new Web service extension... 2] wwebDay Prohibited

Extended 4 Standard /
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Authentication

Authentication Methods
Ce:

Lse the Following Windows user account for anonymous access;

User name:

Password:

Authenticated access

For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using MTFS access control lists

Integrated Windows authentication
igest authentication Tor Windows domain servers

[]Basic authentication (password is sent in cleat kext)
|:| \MET Passport authentication

[ o] 4 l [ Cancel ] [ Help

Default Content

Default Web Site (Stopped) Properties @ X
Directory Secutity HTTP .Headgrs. Custam Errors ASPLMET |
WebSite || Performance | ISAPIFikers | Home Directory | Documents

Enable default content page

ET aulL Tiem
Defaulk.asp

fisstart. htm | =

[JEnable document Footer

Append an HTML Formatted footer to every document vour YWeb
server returns,

[ QK ] [ Cancel ] [ apply ] [ Help

Web.config

All Application related properties are stored in the web.config file. These Settings must be modified

to reflect the environment.

appSettings
<add key="eMail_Sendet value="swadmin@testlab.lab" />
<add key="SMSServervalue="127.0.0.1" />
<add key="ADPATHvalue="LDAP://testlab.lab" />
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<add key="ApprovalURLvalue="http://smsswreq.testlab.lab" />

eMail_Sender The email address that will be used as sender address if a user requests a software

SMSServer Servernameor IP-Address2 ¥ G KS {a{ {SNIBSNJ oLiQa NBO2YY
on the Central Site Server)

ADPATH LDAP Path to the Active Directory Domain (LDAP://<Domain>) to enumerate the
email address of a user.

ApprovalURL This URL is used to provide a link to the ApprovalPage for the product owner if a user
requests a software.

connectionStrings
<add name="SMS_ConnectionString" connectionString"Data Source=127.0.0.1;Initial
Catalog=SMS CO0QIntegrated Security=True" providerName="System.Data.SqlIClient"/>

connectionString Connection Settings to the SMS SQL Database.
DataSource = <Servername or IP of the SMS SQL Servers>
Initial Catalog = Name of the SMS SQL Database !!!'Must be modified!!!

mailSettings
<smtp from="swadmin@testlab.lab">
<network host="127.0.0.1" password"" userName"" />
</smtp>

Smtpfrom Aada y20 dzaASR O00GKS | { SRappSetfinggS Aa oaSal Af y{ Sy
Network host IP oder Servername of the SMTP Mail Server

Password Password to authenticate to the SMTP Server

UserName  Username to authenticate to the SMTP Server

UserConfirmation.htm

The confirmation Mail for the User.
Variables:
{0} = Product Name

OwnerMail.htm

Order Mail to the product owner.

Variables:

{0} = email of the user who request the software

{1} = Computer name who should receive the software
{2} = Product Name

{3} =Reason

{4} = Link to the Approval Site

Userstatus_declined.htm

The status mail if the request is declined.
Variables:

{0} = Product Name

{1} = Computername
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Userstatus_approved.htm

Status mail if the request is approved
Variables:

{0} = Product Name

{1} = Computername

SMS Collections

To publish a software within the web interface, the comment string on the collections must be
Y2ZRAFASR G2Y awoOvYsfSYIFAf 2F (GKS LINRPRdzOG 26y SNDHE

Example:
Commeni I aw9vYKI yahlabédza G SNX GSai
2x]

General | Membership Hule&l Advertisement&l Securityl
Marmne: Microsoft Office 2007 DE

Camment; RE [:hanswursti@testiab lab ;I

— Last update
Mittwaoch, 1. Novernber 2006 21:13:03

— Last memberzhip change

Dienstag, 24. Oktober 2006 20:24:12

0K I Cancel Apply Help
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Technical Workflow

Browse the
WebsSite

Request with

Parameters ? Yes
Get Data
No » | from Request
| File
Show SW
Request View Request is
‘ pending ?
No
Show Error
Get the No Message
Username .
User is the
T Product Owne ‘
Get the
Computer-
name Show Approval
I View
Get the smtp LDAP
Mail Address
—
[
Get all SW ﬁrove Decline
Products and
lg— [ [
Product SQL ]
Owners Connect the Move Request File
- SMS Server Request Folder: Declined
(WMI) (XML)
[ [
Order
Get the Send User e
> . Status »%—»J
R Fil Collection Declined =
Create equest ile WMl (Declined) SMTP Server
Request File p Folder: Pending ‘ ‘
(XML) Get the
i | | ResourcelD Show Declined
"1 | of the target Status View
Send User JAT_'! Client
Confirmation % = \ \
SMTP Server
I WMI Add Client to
Send the Collection
Request to LT_!
the Product ! % > I
Owner SMTP Server Request File Move
‘ Folder: Approved |- Request Request XML File:
XML, 1  CollectionlD
Show Order status ( ) q  Software Name
View : 1 Clienthame
= Send User 1  User e-Malil
,:T“ 4—%« Status q Reason
SMTP Server (Approved) 1 Product Owner
‘ 1 Hash (not used)
Show Approved
Status View
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