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OVERVIEW

ash.MVC is a simple PHP programming framework to assist in efficient
development of web applications. The basic approach of this framework
is to adopt a middle-path approach between faster development cycle,
and a robust and scalable application. The schemes proposed in the
framework stick to the line of simplicity all along.

While encountering this new framework, ash.MVC, one may wonder with
various questions, like if we need a framework at the first place, why we
need another framework when there are numerous ones available, and
even, why we use MVC design pattern, etc.

All the above questions have been addressed in the FAQs presented on
the website http://ash-mvc.org.
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HIGHLIGHTS OF ASH.MVC FRAMEWORK

1.

It does not require any additional specialized techniques or
syntaxes for a PHP programmer to work with ash.MVC
framework.

There is absolute clarity and simplicity in physical division with the
script files into different directories.

Control files carry the entire control of the running application,
and thus, make the task of debugging or maintenance of a web
application.

Business logic is implemented with specific classes each residing
in a separate physical file. This makes it easy to document
business logic through tools like PHPDoc (http://www.phpdoc.de).

Also, this makes the task of maintaining a web application very
easy at a later date.

In ash.MVC, GUI objects are just physical files with simple PHP
print or control-flow statements dispersed within (X)HTML files to
output data collected after computing business logic. This makes
the process of incorporating design templates or replacing the old
design templates of a web application easy and fast.
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FRAMEWORK

The framework revolves round the concept of MVC design pattern as
expected. There are four elements: 1. web browser, 2. Controller, 3.
Model, and 4. View. These four elements interact with one another to
establish a data-flow that is initiated by HTTP Request from client
browser, and is successfully terminated with the receipt of HTTP
Response at the client browser. Please see the illustration of data-flow
within the framework below.

Execution
C Parameters

Browser Resulting

Data

FIGURE 1: ILLUSTRATION OF DATA-FLOW IN ASH.MVC

After initiation of data-flow at the client browser, HTTP Request is
received at the web server. The Request contains the location and
various parameters available through $_REQUEST(or, $ GETand $_POST)
super-global variable. These input parameters are execution parameters
as they are responsible for defining a path of execution during the run-
time.

Controller is invoked with HTTP request, and then defines the execution
path with the help of execution parameters. With all input data
assembled and the control flow defined, Controller calls Model for
implementing the business logic (BL). Model carries out BL processing,
and returns resulting data in the form of arrays. After successful
interaction with Model, Controller passes the available resulting data to
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View for composing the GUI. View creates the final client-side code (all in
XHTML, JavaScript, CSS, etc.) and then sends the resulting code (or data)
to Controller. At last, Controller sends the final data to client browser as
HTTP Response completing the entire process of data-flow.

CONTROLLER

This is a simple PHP file with a number of “include”s (PHP statements)
and a control flow defining the entire execution path. In case of scenarios
facilitating large concurrent user accesses to the web application, there
may be multiple Controller files (multiple entry points!). Also, Controller
file acts as a public URL or a private (or password protected) URL as the
situation demands.

A Controller file may be constructed with the following steps:

1. Declare special PHP environment setting, if any (these are
particularly php.ini directive(s))

2. Start Session with the line session_start();

3. Include configuration settings, database abstraction class, and any
other common class/”include” files to be used for application.

4. Verify HTTP Request; aggregate and assemble execution
parameters from HTTP Request.

5. Authenticate user, and assign user roles by calling Model object.
Please refer to the web page describing management of user
roles and system privileges through a simple Role-Based Access
Control (RBAC) scheme (elaborated on page 15).

6. Code a control flow with the help of execution parameters
(module parameters, event parameters, and session data -
elaborated further below), and call Model objects (Model is
explained in a separate section below) and View objects (View is
explained in a separate section below) in the order to facilitate
data-flow.

Control flow is created with the help of swi t c h é omisfeé el are
combination of both. The values of module parameters determine the
major white-box path in the script. On the other hand, the values of
event parameters determine action to be taken based on the particular
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user scenario. Both of these categories of parameters originate in
$_REQUEST super-global variable, and can be more than one in number in
each category.

The third category of execution parameters are available in $ SESSION
super-global variable. These parameters are mostly responsible for
remembering the persistent state of User object and Application objects
during the entire period a single session of user interaction with the
application (period between login and logout by an user).

MODEL

Model classes are written to manage and to regulate the flow of data
during the execution of business logic in the application. These classes
are instantiated in the Controller file, and are invoked by public methods
therein. The model class files may reside in the /lib  directory.

VIEW

View objects (set of files, and not object technically) are
basically (X)HTML files containing PHP print statements or simple
conditional and loop statements spread within the HTML code. They are
included from within the Controller file(s). The View files reside in the
/gui/html directory.

LIBRARY CLASSES & INCLUDES

These classes include DB abstraction layer, form validation and emailing
classes (or we may use PEAR library too), and all common “include”
statements -- usually additional functions which are still loitering outside
the OO structures.

CONFIGURATION FILE

Configuration file (config.inc.php ) contains all global parameters
like database connection values, magic numbers, and constants.
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STANDARD & CONVENTION

ash.MVC provides a clear and precise set of guidelines for directory
structure of a web application (physical placement of script and other
files of application in different directories), and coding standards that
may be adopted by programmers.

DIRECTORY STRUCTURE

Application Root

| ----- <application controller folder name>

| | ----- <controller file name>

|

| ---- - cfg (Configuration and Global Parameters Definition)
| | ----- cfg.inc.php (Defines global parameters)

|

| ----- lib (All common includes and classes)

| | ----- model.cls.php (Model Class)
| | ----- view.cls.php (View Class)

| | ----- flash (Adobe Flash files)

| | ----- svg (SVG files)

| | ----- img (image files and photos)

| | ----- files (binary files)

| | ----- source (Original images and photos)
| | ----- html (XHTML/XML files)

| | ----- js (Javascripts)

| | ----- style (CSS files)

|

| ----- ext (external 3rd party applications)

PHP CODING STANDARD

PHP coding should adhere to PHP-Pear coding standard,
http://pear.php.net/manual/en/standards.php, and the effort has been

to stick to as many common points as possible.

1. Keep one class one file decorum so that we can use php-doc for
technical documentation. More information about PHPDoc can be
found here: http://www.phpdoc.de/

2. Always use <?php ?> to delimit PHP code, not the <? ?>
shorthand.
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3. Use an indent of 4 spaces, with no tabs.

If the line is long (i.e., more than 80 characters, the line must be
split.

5. Control statements should have one space between the control
keyword and opening parenthesis, to distinguish them from
function calls. You are strongly encouraged to always use curly
braces even in situations where they are technically optional.

6. Functions should be called with no spaces between the function
name, the opening parenthesis, and the first parameter; spaces
between commas and each parameter, and no space between the
last parameter, the closing parenthesis, and the semicolon. There
should be one space on either side of an equal sign used to assign
the return value of a function to a variable.

7. Function declarations follow the "one true brace" convention.
Arguments with default values go at the end of the argument list.
Always attempt to return a meaningful value from a function if
one is appropriate.

8. Inline documentation for classes should follow the PHPDoc
convention, similar to Javadoc.

9. Non-documentation comments are strongly encouraged. A
general rule of thumb is that if you look at a section of code and
think "Wow, | don't want to try and describe that", you need to
comment it before you forget how it works.

10. C style comments (/* */ ) and standard C++ comments (// ) are
both fine. No Perl/shell style comments (#) should be used.
Comments may be added at the start of the program file, before
starting functions, or classes or variables, block of code.

11. Use example.com , example.org and example.net for all
example URLs and email addresses, per RFC 2606.

12. Identifier names should be explanatory, and should be in word-
case. Also the first letter of the variable or parameter or IDs must
tell the nature thereof. Examples (please note carefully) are:

a. Class: ClassName

b. Object: 0ObjectName

c. Function Name: functionName()
d. Private Method: MethodName()
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Constants: CONSTANTNAME
String Variable: sVariable Name
Array Variable: aVariableName
Integer Variable: iVariableName
Float Variable: fVariableName
Boolean Variable: bVariableName

HTML/XHTML/CSS CODING STANDARD

Style-sheet must be used for all properties of the HTML elements.
HTML code must be XHTML1.0 strict: http://validator.w3.org/
CSS code must comply with CSS2 standard:

http://jigsaw.w3.org/css-validator/

4. In CSS, C style comments (/* */) and standard C++ comments (//)
are both fine.

5. ID or NAME attributes should be explanatory, and should be in

word-case. Examples (please note carefully) are:

a.

j.

> @ ™0 o 0 T

CSS Style Class: ClassName

HTML ID Attribute: attributeName
Form ID: formld

Text Box Name/ID: txtFieldName
Text Area Name/ID: taFieldName
Drop Menu Name/ID: dmFieldName
Radio Button Name/ID: rbFieldName
Checkbox Name/ID: chkFieldName
Button Name/ID: btnFieldName
Hidden Field Name: hidFieldName

6. A Query String Parameter may be written as
ThisIsAQueryString

JAVASCRIPT CODING STANDARD

1. Cstyle comments (/* */

both fine.

http://ash-mvc.org

) and standard C++ comments (// ) are
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2. ldentifier names should be explanatory, and should be in word-
case. Also the first letter of the variable or parameter or IDs must
tell the nature thereof. Examples (please note carefully) are:

a. Object: oObjectName

Method Name: functionName()

String Variable: sVariableName

Array Variable: aVariableName

Integer Variable: iVariableName

Float Variable: fVariableName

@ - o o 0 T

Boolean Variable: bVariableName

A NOTE REGARDING STANDARD & CONVENTION

It is to be noted that the set of standards and conventions does not
necessarily determine the success of a web application. Instead, it should
be considered as a mechanism to make an application maintainable
across different groups of programmers, and above all, it encourages
structured development.
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RBAC SCHEME

User authentication and user access to the application can be
implemented and regulated through a simple Role-Based Access Control
(RBAC) scheme. The basic concept of the scheme lies in separating the
user’s attributes (roles) and wuser’s action of the system
(actions/methods). In the whole process, the attributes are
independently bound to a set of privileges of the system or application.

Explaining this further, let us take an example. Suppose an user X has
three roles to perform: a supervisor, a project manager, and HR Admin.
Then there are whole lots of privileges the system has for consumption
by these roles like editing a timesheet by HR Admin role or editing a
project by the project manager or adding a team member to the team.
And these privileges are independently associated with a particular or
multiple roles. This makes the scheme quite flexible and powerful for
implementing user access control in a complex system, and is best suited
in agile project process.

Roles r

User Access to Application

User Application

FIGURE 2: ROLE-BASED ACCESS CONTROL

Role Based Access Control can be implemented in three phases:

PHASE I: USER LOGIN
The User object may be assigned with the roles when login is performed,

and then the data may be stalked in the $_SESSIONsuper-global
variable:
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User->$arr Role = Session(é);

where$arr Role = [0, V(rl1), V(r2), é, VI
The r’s are the assigned roles for the User.

Nis the total number of roles assigned.

V(r) isthe boolean value (0 or 1) of the role r

PHASE Il: DEFINE A METHOD FOR ACCESS CONTROL

This will check if system-privileges match with the user privileges.

function isPermitted ($system_privilege, $arrRole)

{

$access_permission = 0;
for ($i = 0, $i < count($system_privilege); $i++)

{
if ($arrRole[$i])

{

$access_permission = 1;
break;

}
}

return $access_permission;

}

PHASE IIl: CHECK IF THE USER IS PERMITTED

We call the above method to validate if the user is permitted or not for a

particular access to the application.

For example, to access a Module (with name ModuleName), we may use
something similar to the following code snippet:

$News- >$system_privilege = $News ->get MyPrivilege/(:«
$access_permission =

isPermitted($News - >$system_privilege, User - >%arrRole)

if ($access_permission) Pro cess Business Logic or

Presentation
else header('location: logout.php?categ=noaccess');
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SAMPLE APPLICATION

This is a sample web application built using ash.MVC framework. This
sample application may be called an "Article Management Application".

What Does This Application Do?

This application provides facility to add, edit and delete articles which has
attributes like date/time, title and content of an article.

TECHNOLOGIES USED
PHP5, MySQL4

SOURCE CODE & LICENSE

The sample application may be downloaded at http://ash-
mvc.org/website/others/sample-application.html.

You can use and modify sample code for any commercial or personal use.
If you like, please provide a reference or link to our website http://ash-

mvc.org

INSTALLATION PROCEDURE

1. Place the file sampleapp.zip  (source code download) to any
directory with webroot and unzip. This action will create a
directory called "sampleapp" and all files of the sample
application will reside in it including this readme file.

2. Create a MySQL database called "article" and dump the SQL
located at doc/article.sql into this database. This SQL files
contains all schema and sample data required to run the
application.

3. Update database parameters in the config file
cfg/cfg.inc.php as needed.
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- o - sample - application>/sampleapp/

to

use the application. You may use username admin and password admin

to login into application. Please note that there is another user called

Visitor (Username: visitor
access privileges except the deletion of articles.

LIST OF DIRECTORIES AND FILES

index.php
re adme.txt

doc
| -- article.sql

cfg
| -- cfg.inc.php

gui/html/
| -- footer.html

| -- header.html

| -- login.html

| -- article_list.html
| -- article_add.html
| -- article_edit.html
| - no-access.html

guiljs /

| - scwjs (3™ party tool)
gui/style/

| - style.css

gui/img/

| -- contains all image files
app

| - login.php

| -- index.php (Controller File)
| -- logout.php

| - no-access.php

lib

| -- login.cls.php (LOG IN CLASS)
| -- db.cls.php (DATABASE CLASS)
| - news.cls.php

FCKeditor (3™ party tool)

http://ash-mvc.org

; and password: visitor

) who has all
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CONFIGURATION FILE
The configuration file, cfg.inc.php has been placed in a separate

directory called /cfg . The file has contained database connection details
and constant parameters of the application.

COMMON LIBRARIES

/lib  contains all common libraries along with Model files.

CONTROLLER FILE
Controller files reside in /app directory. In fact, the directory name can

vary from application to application. And also, there can be multiple
directories containing controller files in a web application.

MoODEL (BUSINESS LoGIc)

news.cls.php  contains the entire business logic of article
management system.

VIEW (GUI FILES)

GUI files (HTML, JavaScript, CSS and image files, etc.) reside in /gui

THIRD-PARTY SCRIPTS & TOOLS

Third-party tools with multiple scripts should be placed in a directory
(should be named after the tool) at the root of the web application
directory structure. On the other hand, single-file tools or scripts can
reside in any directory pertaining to their nature and purpose.

SCW.|S (3rd-party JS for displaying calandar. You can change the
output date format by changing the variable value as
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var scwDateOutputFormat = 'MMM DD, YYYY"

(On line 351 ); and you can change the display colors as from line 486 -
633)

FCKeditor (http://www.fckeditor.net/) is a third party open source tool

for incorporating online rich-editor.

ILLUSTRATION OF APPLICATION AT RUNTIME

Load

Configuration Parameters

Authenticate User

Failure
Stored Success
User Data Load User Instance &
Execution Parameters
v
> Instantiate Model classes and invoke
required methods based on Execution
Parameters
Populate output data arrays
after successful execution
Call GUI objects (files) to Call No-Access
populate output data into it Script and send
and send HTTP-Response HTTP-
Response

STOP

FIGURE 3: ILLUSTRATION OF APPLICATION AT RUNTIME
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SECURITY MEASURES & OTHER ASPECTS

There is a need to undertake necessary precautions to ensure security
and functional aspects of a web application.

A simple function to prevent sql-injection:

function sqlSaf e($slnput)
{

return AGO0O. mysqgl real escape_strin

This function can be called for sanitizing the inputs values in a MySQL
query. For better handling, one uses PearDB.

Other care needs to be taken before you even attempt to deploy a PHP
web application on live server. This includes php.ini file optimization,
MySQL optimization, and secured linux installation, etc.
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ABOUT ASH & YOUR FEEDBACKS

Ash is a long-time advocate of PHP and its indispensability while
deploying robust web applications in a quickest time possible. More
information about Ash can be found on his website http://ashresort.com,

and Ash can be reached at ash@ashresort.com.

Ash is currently working on developing a rapid application generation
tool (code named Delight) to create a PHP-based web application fast
and without much effort.

Please send your inputs and feedbacks!
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